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Applying HIPAA’s Framework to the
Sale and Pur chase of Healthcar e Recaeivables

l. About ACA

ACA International, the Association of Credit and Collection Professionals (“ACA”), isan
international trade association of credit and collection professionals who provide awide
variety of accounts receivable management services. Members of ACA are dedicated to
handling billing and collection matters in a respectful, responsible and lawful manner — all
times in accordance with detailed consumer protection laws and regulations. Mogst recently,
on February 22, 2007, the ACA Board of Directors gpproved for its membersthe ACA
Statement of Principles and Guidelines on Healthcare Collection, Servicing and Debt
Purchasing Practices (“Principles and Guidelines’). The Principles and Guidelines
memorialize ACA’s members commitment to handle billing, credit and collection mettersin
arespectful, responsible and lawful manner.

Of ACA’sover 5,700 members, most are engaged in billing and collections on behalf of
healthcare providers. These billing and collection agencies are bound to comply with the Fair
Debt Collection Practices Act,* the Fair Credit Reporting Act,? the Federal Trade Commission
Act,? the Gramm-Leach-Bliley Act,* and the Privacy Rule promulgated under the Health

I nsurance Portability and Accountability Act of 1996 (the law and related regulations are
referred to herein collectively as“HIPAA”).

1. Need For Clarification - Thelssues

With increasing frequency, members of ACA International ask ACA for information
addressing the impact of the HIPAA Privacy Rule on the purchase and sale of patients unpaid
medical bills. Additionally, ACA members have commented healthcare providers are
similarly expressing an interest in liquidating their patient accounts receivables by way of debt
sale transactions. In response, ACA members, and in particular those members involved in
ACA'’ s Hedlthcare Services Program and those who belong to ACA’s Asset Buyers Division,
asked ACA to provide them with an explanation of the impact of HIPAA on a healthcare debt
sale transaction as well as provide guidance on structuring a HIPAA-compliant healthcare
debt sale transaction.

In order to provide its members with such guidance, ACA sought clarification fromthe U.S.
Department of Health and Human Services (“HHS’), the recommendations of independent
counsel and conducted itsown internal legal analysis. The purpose of this document isto
guide membersthrough ACA’ s analysis s0 they are well prepared to address the unique issues

1 15U.S.C. §8 1692-1692p (2006).

215U.S.C. §8 1681-1681x (2006).

% 15U.S.C. §8 41-58 (2006).

*15U.S.C. §8 6801-6809 (2006).

® “Privacy Rule’ refersto Standards for Privacy of Individually Identifiable Health Information, 45 C.F.R. Parts
160 and 164.
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surrounding the use and disclosure of patient information if contemplating the sale and
purchase of healthcare detit.

The information provided herein does not congtitute legal advice upon which the reader may
rely. Readers are encouraged to seek the advice of independent legal and tax counsel before
engaging in a healthcare debt sale or purchase transaction.

[1l.  HIPAA Permitsthe Sale of Healthcare Debt

The answer to the question of whether HIPAA allows for the sale of healthcare debt lies
squarely within the Preamble to the final version of the HIPAA Privacy Rule. Inthis
Preamble, HHS stated “a covered entity health care provider may sell its accounts receivable
to a collection agency for payment purposes.”®

In light of this statement, it would appear no further analysis of this issue is necessary.
However, HHS s satement above - which makes clear HIPAA permits the sale of hedlthcare
receivables - includes two important terms. The first isthe term * collection agency” and the
second is “payment.” Both of these terms, as used in the HIPAA context, must be understood
and the criteria for each must be satisfied as a condition of selling healthcare debt.

“Collection Agency” as Defined in HIPAA’s Privacy Rule: Although HIPAA does not define
“collection agency,” it is clear from HHS' s guidance in the Preamble to the Privacy Rule that
HHS views collection agencies as business associates who perform payment activities by or
on behalf of healthcare providers. Instead of defining “collection agency,” HHS has noted a
number of activitiesit considers payment activities a collection agency could undertake to
satisfy the definition of a collection agency performing as a business associate for payment
purposes (e.g., obtaining location information, credit reporting, contacting a patient or
patient’s family to secure payment).

“Payment” as Defined in HIPAA's Privacy Rule: As stated by HHS, one of the core functions
of the hedlthcare system includes payment for the ddlivery of healthcare servicesto
individuals. HIPAA, inturn, recognizes individuals expect their healthcare provider(s) to use
thelr information in order to obtain payment in avariety of ways. In the Preamble to the final
Privacy Rule, HHS stated

® Standards for Privacy of Individually Identifiable Health Information; Fina Rule, 65 Fed. Reg. 82461, 82514
(Dec. 28, 2000). A key threshold issuein an assat sdleinvalving a provider iswhether or not the transaction would
be viewed from a HIPAA perspective asastandard or routine function or activity, or rather amore extraordinary
one If a“payment” activity asthe Preambleto the Find Rule suggests, an assat saleviewed from the covered
entity’ s perspective as undertaken for “payment purposes’ isroutine if the purchaser isacquiring with the purpose
of functioning asa callection agency. On itsface then, HIPAA would not appesr to expressy permit other types
of sales of accounts receivable — meaning types of sales contemplated by the salling covered entity or the
purchasing asset buyer for other “non-routing’ purposes. Asnoted in the discussion of HIPAA’ s definition of
“marketing” in the Preamble to the Privacy Rule— if the sole mativation for the sale of accounts receivable was for
acovered entity to receive remuneration for making the data available to allow a third party to encourage patients
to purchaseagood or service from the asset buyer or its effiliate, arguably HIPAA would requirethe sdling
covered entity to first obtain each patient’ s permission before making any data available to the intended asset
buyer. See 45 C.F.R. § 164.508(&)(3) (2007).
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For individuals, health caretreatment and payment arethe core functions
of the health care sysem. Thisiswhat they expect their information will be
used for when they seek medical care and present their proof of insurance to
the provider.” (emphasis added.)

Typically a covered entity healthcare provider will obtain payment for services by filing
claimswith third-party payors, requesting payment from the patient or the responsible party or
accessing funds from patient financial assistance programs. These payment functions are
either carried out directly by the healthcare provider or their business associates. More
recently, covered entity healthcare providers have received payment for services through the
sale of their accounts. The question therefore is whether the sale of a healthcare patient
account congtitutes a payment activity. HIPAA defines “payment” in relevant part as follows:.

Payment means.
(1) Theactivitiesundertaken by: ...

(i1) A covered health care provider or health plan to obtain or provide

reimbursement for the provision of health care; and
(2) Theactivitiesin paragraph (1) of this definition relate to the individual

to whom health care is provided and include, but are not limited to: ...

(iii) Billing, claims management, collection activities, obtaining
payment under a contract for reinsurance (including stop-loss
insurance and excess of loss insurance), and related health care
data processing; ... and

(vi) Disclosure to consumer reporting agencies of any of the following
protected health information relating to collection of premiums or
reimbursement:
(A) Nameand address;
(B) Daeof birth;
(C) Socia Security number;
(D) Payment history;
(E) Account number; and
(3] Iglame and address of the health care provider and/or hedlth
plan.

Based upon the foregoing, ACA memberswho perform debt collection activities on behalf of
covered entities, including billing, credit reporting or other activities undertaken “to obtain
reimbursement for the provision of health care,” are expressy included in HIPAA’ s definition
of “payment.” Aslong asaprovider’s business associate arrangement with a collection
agency/debt purchaser contemplates the collection of the receivables by the purchaser (or
business associate of the collection agency who purchases the healthcare debt), on behalf of
the provider, the provider may share protected health information (PHI) with the agency

" Standards for Privacy of Individually Identifiable Health Information; Proposed Rule, 64 Fed. Reg. 59918,
59940 (Nov. 3, 1999).

8 45 C.F.R. § 164.501 (2007). Note that subsequent to the compliance deadline for HIPAA’s Privacy Rule,
Congress amended the Fair Credit Reporting Act to synchronizeit with the Privacy Rule asit rdates to the credit
reporting of medical information to assure that the privacy promises of HIPAA would not be undermined by credit

reporting.
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purchasing the patient accounts. Under this analysis, the collection agency/purchaser aswell
asits business associates are entitled to use and disclose patients PHI for “payment” purposes
notwithstanding who holds legal title to the account.

To the extent then, a healthcare provider determines the sale of its patient accounts receivable
(“Accounts’ or “Account” if referred to angly) for payment purposesto a collection agency
meets its objectives for obtaining reimbursement for care, the collection agency/purchaser acts
on behalf of the provider when seeking reimbursement for care and, provided HIPAA' s other
requirements are met, ACA, with the support of HHS, opines HIPAA permits the sale of
Accounts under a business associate analysis.

V.  Defining Accounts Subject to Sale

To remain consistent with HIPAA (aswell as various state laws describing the ownership of
information in apatient’s medical record) and the obligations it imposes on covered entities, it
is essential to clarify what a covered entity would sell and transfer to an asset purchaser ina
sale of its Accounts.

Relying upon the Uniform Commercial Code's definition of “account,” a covered entity
would sell and an asset buyer would purchase the following:

aright to payment of a monetary obligation, whether or not earned by
performance, (i) for property that has been or isto be sold, leased, licensed,
assigned, or otherwise disposed of, (ii) for services rendered or to be
rendered.’

What is being purchased and sold, for “payment” purposesis the stream of income or the
“right to payment of amonetary obligation.” In short, what a purchaser acquires in the sale of
aportfolio of healthcare accountsis the right to receive payment on those accounts and a
qualified right to use data pertaining to those accounts (subject to HIPAA’S minimum
necessary standard) to do so.

Moreover, thetransfer of all right, title and interest to use a patient’ s protected health
information by a covered entity (except in the narrow circumstance in which the entity is
selling or merging into a covered entity) to a non-covered entity and putting that information
outsde of HIPAA’s standards and specifications would not be permitted under HIPAA unless
the covered entity first obtained the authorization of each patient whose datawas affected by
the proposed sde and transfer.

V. Desgnated Record Set Incidental to the Sale of Healthcar e Accounts

HIPAA generally describes the medical and billing records of a patient asthe patient’s
“designated record set.” HIPAA defines a“designated record set” asfollows:

(2) A group of records maintained by or for a covered entity thet is.

° U.C.C. §9-102(a)(2) (2007).
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(1) The medical records and billing records about individuals maintained
by or for a covered health care provider;

(i) The enrollment, payment, claims adjudication, and case or medical
management record systems maintained by or for a health plan; or

(iif) Used, inwhole or in part, by or for the covered entity to make
decisions about individuals.

(2) For purposes of this paragraph, the term record means any item,
collection, or grouping of information that includes protected heelth
information and is maintained, collected, used, or disseminated by or for a
covered entity.'°

Covered entities have numerous responsibilities relative to each patient’ s designated record
et Several provisions of HIPAA assure patientsthe right to request and receive access to all
or aportion of the designated record set, the right to request an amendment to al or a portion
of their designated record set, the right to request and receive an accounting of non-routine
disclosures made of PHI in their designated record st, the right to request additional privacy
or restricted communications about their PHI* and the right to complain to the provider or
HHS about suspected misuses of PHI.** HIPAA also requires covered entities to ensure the
documentation pertaining to the designated record sets of its patients is maintained for a
minimum of six years, including the titles of the persons or offices responsible for receiving or
processing requests for access, amendment and accountings by individuals.'*

Even if aprovider wereto sdl or transfer its interestsin patient accounts receivable, a provider
would remain responsible under HIPAA for respecting and addressing these critical patient
rights. Moreover, in support of each of these rights, HIPAA imposes an ongoing
documentation requirement (and related six-year retention requirement) on providersto track
any such requests and detail the manner in which the provider handled such requests.™ A
collection agency/purchaser, for example, would therefore be required to recognize the various
patients rights enumerated in HIPAA and be prepared to properly coordinate with the selling
covered entity on ongoing requests for access, amendment or accountings for disclosures. A
collection agency buyer in its role as business associate could contract to handle these
responsibilities directly and document these actions consistent with HIPAA — again asthe
covered entity isrequired to do so under HIPAA. The parties must bear in mind that covered
entities remain responsible for handling patients who exercise their rights relative to
information in their designated record.

1045 CF.R. § 164.501 (2007).

1 An interesting side question remains asto whether or not the ultimate debt buyer and/or servicer would develop
information about particular patientsthat should properly be regarded as part of the“designated record set.” Were
that the case, amechaniam for assuring the exchange of information between debt buyer and/or servicer and
originating provider would need to be structured into the dedl to assure the key protected health information were
cons stently available to the provider. If the provider sdlls patient accounts receivable for recurring petients, the
importance of thisinformation exchange would be intensfied. All this suggests that adebt buying transaction
gructured asa“walk away” for the originating provider or without a viable business associate arrangement
between the parties would pose some insurmountable chal lenges.

12 45 CF.R. § 164.522 (2007).

13 45 CF.R. § 164.530(d) (2007).

14 5245 C.F.R. §8 164.524(¢), 164.530(j) (2007).

15 45 CF.R. § 164.530(j) (2007).
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While a covered entity’ s responsibilities under HIPAA with regard to the designated record
setsof its patients are not alienable and cannot be transferred to another by contract, it is
possible for acovered entity to contract to have its business associate provide its patients with
access to thelr designated record sets or provide them with an accounting as permitted by
HIPAA. Thistype of service arrangement is permitted so long as the protected heelth
information held by the business associate and the functions it otherwise performs for a
covered entity are consistent with the requirements of HIPAA.*

Just as care must be taken to limit the designated record set information shared by and
between a covered entity and its business associates to that which is the minimum necessary,
care must dso be taken to smilarly limit the designated record set information shared by and
between a covered entity and the business associate who purchases its accounts receivables.
Further, and subject to the minimum necessary standard, a collection agency that purchases
the patient accounts receivable would be entitled, consistent with the terms and conditions of
its business associate agreement, to use and disclose some of the patients' protected health
information to collect the patients payments for the accounts.

VI.  Roleof the Collection Agency Buyer

For the sale of patient accounts receivable to fit within HIPAA’s parameters, the entity
acquiring aprovider’ s accounts receivable must assure it is doing o in its capacity asa
business associate, acting by or on behalf of the seller for “payment” purposes. Because HHS
designed the Privacy Rule “to follow activities and functions, not titles and labels,”*” ACA
respectfully submits the sale of accountsto a collection agency is permissible if the following
aretrue:

A. Thefunctions and activities the collection agency buyer embarks on are digned
with the covered entity/seller’ s payment purposes,

B. The partiesenter into and operate under a business associate arrangement
memorialized by aHIPAA compliant servicing agreement (business associate
agreemen);

C. Thecollection agency buyer makes no uses or disclosures of protected health
information other than those the selling covered entity itself could make under
HIPAA if it handled its payment activities on its own behalf;

D. If conducting “data aggregation” services, the collection agency buyer assuresit
does 0 within the bounds of HIPAA;

E. The collection agency buyer is competent to recognize assertions of patients
rights under HIPAA and promptly forwards these requeststo the selling covered
entity for proper processing (and if the collection agency buyer obtains or cregtes
information that belongs in the patient’ s designated record set, thereisan

16 See Hedlth & Human Services Frequent Questions, Question 246 at

www.hhs.gov/hi paafagy/providers/business/’246.html.

Y Standards for Privacy of Individually Identifiable Health Information; Find Rule, 65 Fed. Reg. 82461, 82471
(Dec. 28, 2000).
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established means by which the collection agency buyer makesit available to the
provider);

F. The collection agency buyer allows the selling covered entity to take reasonable
sepsto investigate circumstances giving rise to concerns that the collection
agency buyer has breached its business associate obligations, and, if abreach is
detected, is prepared to respond by taking stepsto cure the breach — but failing
that, accepts the consequences that the selling covered entity could terminate the
business associate arrangement if feasible, or report the problem to the Secretary
of the U.S. Department of Health and Human Services;*®

G. The partiesto the transaction — both the buyer and seller — foresee and document
an ongoing relationship.

To assure the PHI associated with the accounts receivable being sold does not lose its
character as PHI, the partiesto a healthcare receivables purchase and sale transaction should
not only enter into an agreement memorializing the terms and conditions of their purchase and
sale but should also enter into a servicing agreement that forms a business associate
arrangement between the seller and buyer to assure the protected health information is only
used and disclosed consistent with HIPAA'’ s controls and restrictions.

VIl.  Safeguarding PHI —Buyer’s Accountability to Covered Entity Seller

While HIPAA does not require a covered entity to actively monitor the activities of its
business associates, it does hold a covered entity responsible for taking reasonable stepsto
investigate the activities of its business associates should circumstances arise that would lead
the covered entity to believe that the purchaser is engaged in a pattern of activity or practices
that violate HIPAA. Should a covered entity fail to investigate when suspicious circumstances
arise, acovered entity itself isin breach of its obligations under HIPAA.*® As discussed in
more detail above, entering into a business associate arrangement will not excuse a covered
entity from ignoring flaws in the privacy practices of its debt buyer/business associate.

The buyer of the accounts receivable must use appropriate safeguards to protect the integrity,
availability and confidentiality of the information and must report to the covered entity seller
any security incidents— or other circumstances under which the buyer becomes aware of any
improper use or disclosure of the PHI. 1n addition, the buyer must be prepared to work with
the covered entity to mitigate any harmful effects flowing fromthe incidents. If abuyer is
unable or unwilling to cure breaches within a reasonable time frame or in a reasonable manner
viewed from the covered entity’ s perspective, HIPAA would obligate the selling covered
entity to terminate the business associate arrangement, if feasible, and obtain areturn of the
protected health information or report the situation to HHS.

VIIl. Concluson

18 The parties could contemplate this eventuality to avoid having to reverse the sale by induding in the business
associ ate agreement amechanism for agresing upon amutually acceptable * business associate’ to step in should
the covered entity reasonably determine a viol ation remains uncured.

19 45 CF.R. §§ 164.502(€), 164.504(€)(1)(i) (2007).
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Because HHS wrote, “acovered entity health care provider may sell its accounts receivable to
acollection agency for payment purposes,”?® ACA respectfully submits that under proper
circumstances, a provider’ s sale of accounts receivable to acollection agency is permitted by
HIPAA. For the sale of patient accounts receivable to fit within HIPAA’s parameters, the
following must betrue:

The functions and activities the collection agency buyer embarks on are aligned with
the covered entity/seller’ s payment purposes,

The parties enter into and operate under a business associate arrangement
memorialized by aHIPAA compliant servicing agreement;

The collection agency buyer makes no uses or disclosures of protected health
information other than those the selling covered entity itself could make if it handled
its payment activities on its own behalf;

If conducting “data aggregation” services, the collection agency buyer assures it does
so within the bounds of HIPAA;

The collection agency buyer is competent to recognize assertions of patients' rights
under HIPAA and promptly forwards these requeststo the selling covered entity for
proper processing (and if the collection agency buyer obtains or creates informeation
that belongs in the patient’ s designated record s&t, there is an established means by
which the collection agency buyer makes it available to the provider); and

The collection agency buyer allows the selling covered entity to take reasonable steps
to investigate circumstances giving rise to concerns that the collection agency buyer
has breached its business associate obligations, and, if abreach is detected, is prepared
to respond by taking stepsto cure the breach — but failing that, acceptsthe
consequences that the selling covered entity could terminate the business associate
arrangement if feasible, or report the problem to the Secretary of the U.S. Department
of Health and Human Services.

The partiesto the transaction — both the buyer and seller — foresee and document an
ongoing relationship.

Aswith other materials produced by ACA, distribution of the white paper to its membership
does not establish an attorney client relationship. The information provided in this white paper
does not congtitute legal advice upon which you or any third party may rely. All membersare
expected to seek the advice of independent counsel as they analyze the impact of HIPAA on
the sale and purchase of healthcare debt and any transactions to which they are aparty. This
information does represent the most current analysis by ACA International on this subject
meatter and is provided as a member benefit for your review and consideration.

Please be aware there may be other methods of analyzing the applicability of HIPAA ona
healthcare debt sale transaction, but ACA believes the foregoing represents the most prudent
course of action. Healthcare laws and regulations beyond HIPAA, such asthe Medicare
standards and regulations may also apply to these transactions. ACA has further research
underway on issues related to Medicare' s ssandards and regulations. It is advisable that
members consider the Medicare implications of a medical debt purchase transaction.

% Standards for Privacy of Individually Identifiable Health Information; Final Rule, 65 Fed. Reg. 82461, 82514
(Dec. 28, 2000).
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[X. Rdated M aterials

ACA Statement of Principles and Guidelines on the Collection, Servicing and Sale of
Hedlthcare Debt

ACA E-Compliance Resources — Fastfaxes (title and document number) available at
www.acainternational .org.

HIPAA-Trained MAP Attorneys 11
With whom can debit collectors discuss amedical debt under the FDCPA and HIPAA? 417
Text of the Health Insurance Portahility and Accountability Act 158
Federal and State L aw Issues for Debt Purchasers 319
An ACA Members HIPAA Readiness Checklist 8
PHI — Application of the Privacy Rule Requirementsfor Billing, Claimsand Collection Agencies 55
HIPAA Privacy Rule 159
HIPAA Security Standards 160
HIPAA Compliance Issues for the Collections Industry 40
Credit Reporting Medical Accounts under HIPAA and the FCRA 25
HIPAA Security Rule 474
HIPAA ldentifier Standards 161
HIPAA Transactionsand Code Set Standards 162
Federal Consumer Credit Laws and Federal Trade Commiss on Enforcement 134
Reporting and Coding Medical Information under the FCRA 55
Regulation FF— Fair Credit Reporting Act Medica Information Regulations 387
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